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1 IPRAW Introduction

IPRAW mode= TCP/IP Layer & IP Layer 20| T2EZES N2| 7ts6t=& &L} Figure 1

2 Application DataZt Zf &}%| layer2 T2 k|= Data Encapsulationdt™ S EAl3t ot Z{0|C}.

W5500 IPRAW mode= IP |50 Z2EZ ZE0 X|¥=l #Hz0f 2t ICMP(0x01), IGMP(0x02),

TCP(0x06), UDP(0x11)2} Z& transport layerZ 2 EEZ X|&TtCE. W55000 = ICMPQ| ping?| &
0| hardwired2 0O|0] FTHE|O UX|ZH AR Xt= EQ0| W2 W55002| nHR| SocketZ IPRAW
modeZ opendtd ping 0|29 ICMP7|s& A& RasI XN2|g £ UCL 0f7|M= IP Layer
ProtocolQl ICMPE Ot2 1, ICMPE 0|83t ZtEtSH Ping Application2 T&is| 2Lt

o

S User Application Application
Application Layer (DNS DHCP: HTTP, ) Data
TCP TCP/UDP
Transport Layer TCP/UDP
Lo y Header Data
S 3 =
Internet Layer ip| 1omp | 1IcMP He;‘:’er IP Data
N ARP | PPP/PPPOE | N — = 3
Link Layer Ethernet ram Frame Data hapdo
Header tail
Figure 1

Encapsulation of data as it goes down the protocol stack

2 IPRAW SOCKET

W55002 871l9| SOCKETE X|&slH, 2= SOCKETZ2 IPRAWREE X[ &$ICt IPRAW modeZ
SOCKET n(the n th SOCKET)2 A% ZAR20= Ot protocolE At X| HFEA| IP headerQ|
protocol number fieldE A7d3}|0f StC}. protocol number®| 22 socket open 0|70 SOCKET n

protocol register(Sn_PROTO)0| Ht=A| A 3S||0F SHLC}.

Protocol | Number Semantic W5500 Support
0 Reserved o
ICMP 1 Internet Control Message Protocol 0]
IGMP 2 Internet Group Management Protocol 0]
TCP 6 Transmission Control Protocol X
EGP 8 Exterior Gateway Protocol 0]
ubP 17 User Datagram Protocol X
Others - Another Protocols o

Table 1 Key Protocol in IP layer
Table 12 IP layer2| protocolE E O=Ct. IPRAWE EZ open&l socket2 TCP(0x06)Lt UDP(0x11)
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SIX| =Lt ESH ICMPE A &=l IPRAW mode socket2 IGMPLE 1 2 ZZ2EZ9| | 0|H

o

A
(il

gk = giCt W55002 %l 9| InitializationO] &Lt %, Ping Request0f C{3t Ping ReplyS At=

[0 i o

g

=
XN2|stct. 12{Lt IPRAW SOCKET nZ ICMP protocolZ OPENSt A2 Hardwired Ping Reply
Logic2 Disable =ICt= Zd0| §9|5}7| HfEFC}.

IPRAW Data®| F1X = Figure 22+ Z'C}. IPRAW Data= 6 bytes®| PACKET-INFO2} DATA packeto &2

0| 20{X| 0, PACKET-INFO= £ AIX[O| & (IP address)@} DATA packeto| Z0|7} ZLEHEIC} [PRAW

model| Data 412 UDP2| PACKET-INFOO| Al &AIXtS| Port number M2Z|E X|25t11= UDP

data 2=Aln} = EQSICt,

00SSM 10} MV(d Juswsjdwil o) MOH

PACKET-INFO DATA packet
gres Byte size of
Destination IP Address DATA packet Real Data
- Lt e E—— ] \
4 Bytes 2 Bytes Size speicified in PACKET-INFO

Figure 2 received IPRAW data format

IPRAWS| SOCKET Lifecycle® OPEN, SEND, RECEIVE, CLOSEZ O|Z0{ TIC}. SOCKETQ| LifecycleQ]
T G- oM HHEES St

2.1 OPEN

Socket numberE SZ MEHSE =) Sn_PROTOO|| Protocol number(ICMP)E M35} socket()E At
o

250 IPRAW modeZ HHE|0| Q& SOCKET ng ZEPICE. O F Sn_SRE X2 35}0 SOCK_IPRAW
HENE =I5t Sn_SRO| SOCK_IPRAW(0x32)2 HZAZ|™ SOCKET n OPENO| 2t= =IC}.

/* Create Socket */
IINCHIP_WRITE(Sn_PROTO(s), IPPROTO_ICMP); // set ICMP Protocol

if(socket(s,Sn_MR_IPRAW,port,0)!=s){ // open the SOCKET with IPRAW mode, if fail then
Error

printf( "\r\n socket %d fail r\n", (s)) ;
}
/* Check socket register */
while(getSn_SR(s)!=SOCK_IPRAW);

Example 2.1.1 Socket Open

2.2 SEND

Sendto()£ 0|83} PingRequestOf XZt=l HEEE Destination address2 FZSHCH IPRAW

modeZ2 A=l SocketE AL 3tLCt.
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/* sendto ping request to destination */

// Send Ping-Request to the specified peer.

if(sendto(s, (uint8_t *)&PingRequest,sizeof(PingRequest),addr,port)==0){
printf( "\r\n Fail to send ping-reply packet r\n") ;

}

Example 2.2.1 Send Data

2.3 RECEIVE

Recvfrom()& O|&3}0] Destination address2 £ E{ £=AE2 DataE data_bufOf A ZESHCE.

IPRAW modeZ A7dEl Socket=Z AREGHCE.

if ( (rlen = getSn_RX_RSR(s) ) > 0){
/* receive data from a destination */
len = recvfrom(s, (uint8_t *)data_buf,rlen,addr,&port);

}

Example 2.3.1 Receive Data
2.4 CLOSE

Close()E 0O|23}™H |0, IPRAW socketO| & QS}X| &

8

o

o
>
o
o
2
tn
o
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3 ICMP(Internet Control Message Protocol)

VPN CLIENT ICMP ECHO REQUSET

192.168.0.2 - Source MAC & IP :

Internet

\o---o-o

ICMP ECHO REPLY
- Source MAC & IP : VPN SERVER

VPN CLIENT

- Destination MAC & IP : VPN SERVER
- Type : 8 (Echo Request)

- Destination MAC & IP : VPN CLIENT VPN SERVER

- Type : 0 (Echo Request) 1

92.168.0.3

Figure 3 ICMP ECHO REQUSET/REPLY

ICMP Echo2 ZFZ troubleshooting0f| AFEICE SAI9| 2K

£ JIX|= 2749 host7} =X &

AL, ICMP Echo2 5 Host2| TCP/IP stacke| A7H0| H=stX|o] JEE & 4= QILCt. Figure 3
o

—

= T
(]

2 & 227l ping commandE & O=Ct. ICMP Echo Request(Ping) Packetl A2 Type filed=

=
89| ZtE 7HX|OH, ICMP ECHO Reply packetd! AL 09| Z+= 7t%ICH.

Table 3.11} Table 3.22 ZZ} Message Formatilt Message Type2 L}EFLHCE

Type Semantic
1Byte 1Byte 0 Echo Reply
Type Code 3 Destination Unreachable
Check Sum 4 Source Quench
Type dependent 5 Redirect
8 Echo Request
11 Time Exceeded
Data 12 Parameter Problem
13 Timestamp
14 Timestamp Reply
15 Information Request
16 Information Reply
Table 3.1 ICMP Message Format Table 3.2 ICMP Message Type
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“Ping” commandS A3 SFH Figure 31F 20| Source(VPN client)0f| Al Destination(VPN server)
Of CH$t Ping Echo Requesti|A|X| 7} & AIZICt, Request|A|X|E ==AISt Destination2 SourceOf CH
Sl Echo ReplyE & AISHCE. Echo Reply= Request MiA|X|Q} SSH ID, A|BA HS TE ) OO|H

2 PMEICt [M2kAM, Source= Destination@ 2 2B =A%t Echo ReplyQt Echo RequestQ| ID, A|[#A HT,

HO|E{E H|m3t0] E7 Destination?| H&S &9l & 2= QICH

3.1 Ping Implementation

Ping Message2| ICMP Type field= ‘0’(Ping Reply) or ‘8’(Ping Request)E 7}X|H, code field= ‘0’
BFS JtRICH. EE, Check Sum, ID, Sequence Number Field2 2ByteX! Zt2b L& XYHO|E Y ZrE

7tZICt. Ping Datas 7t Z0|E 7tEILCE. Ping message format= Table 3.1.11f ZFC}.

1Byte 1Byte
8 (0) 0
Check Sum
ID

Sequence Number

Ping Data

Table 3.1.1 Ping Message Format
Ping Messageg A FoI5t7| fI8f #ZME AER2H, Ol= Example 3.10| H2[5|RULt.

#define BUF_LEN 32
#tdefine PING_REQUEST 8
#tdefine PING_REPLY ©
#define CODE_ZERO ©

typedef struct pingmsg

{
uint8_t Type; // @ - Ping Reply, 8 - Ping Request
uint8_t Code; // Always ©
int16_t CheckSum; // Check sum
intl6_t 1ID; // Identification
intl6_t SegNum; // Sequence Number

int8_t Data[BUF_LEN];// Ping Data : 1452 = IP RAW MTU - sizeof(Type+Code+CheckSum+ID+SegqNum)
} PINGMSGR;

Example 3.1 Ping Message Structure
Ping Application W5500 Driver Program®! Socket APIZ UDPZI& APIE 0|835I0] g &+

S XA
C}. Table 3.1.2= PingE 28l AF2L|= =82 APl FunctionE& L}EFHCE.
API Function Name Semantic
Socket Open socket with IPRAW Mode
Sendto Send Ping Request to Peer
Recvfrom Receive Ping Reply from Peer
Close Close Socket

Table 3.1.2 Socket API Functions

© Copyright 2014 WIiZnet Co.,Ltd. All rights reserved. Ver. 1.1
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T =l Ping Application2 IPRAW modeOjA] At2% socketdt Destination Address £ parameter
2 g@ottt O™ 20 user= S8t peer0 £33 M52 ping requestE RYSIL, peer2F

El Ping ReplyE 2 =+ UCH

uint8 ping_auto(SOCKET s, uint8 *addr)

Function Name | Ping

Arguments s - socket number
addr - Peer IP Address

Table 3.1.3 ping_auto function

uint8 ping_request(SOCKET s, uint8 *addr)

Function Name | ping_request

Arguments s - socket number
addr - Peer IP Address

Table 3.1.4 ping_request function

uint8 ping_reply (SOCKET s, uint8 *addr, uint16 len)

Function Name | ping_reply

Arguments S - socket number
addr - Peer IP Address
len - packet length

Table 3.1.5 ping_reply function

uint16 checksum(uint8 * data_buf, uint16 len)

Function Name | Checksum

Arguments data_buf - ping message
len - ping message length

Table 3.1.6 checksum function

© Copyright 2014 WIiZnet Co.,Ltd. All rights reserved. Ver. 1.1
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Figure 3.1.1 = ZtEtSH ping application & = O{=LC}. Ping test T3Sl Checksum ZAA},

£ sl
PingReply Message 2} Ping request Message S 2 MNZ|sl= =AME EO =L}

PING REQUEST
START

- Setting of ID
and Sequence Number

v

- Make Ping_Request
PingRequest. Type = 8
PingRequest.code = 0
PingRequest.ID

= increase D
PingRequest.SeqNum
= increase SeqNum
PingRequest.checksum
= Checksum()
Fill in data
v

- Setting of ICMP Protocol
-OPEN SOCKETn

to destir_lalion

recv ping_reply

v
- Processing of - Processing of
known Ping Reply unknown Ping Reply
1 T

PING REQUEST
END

Figure 3.1.1 Flow chart of Ping Application

J Calling Ping Function
© Copyright 2014 WIiZnet Co.,Ltd. All rights reserved. Ver. 1.1
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Ping application Function2 Destination IP £ A 3|0f S}, Ping Request Function2 Network
Configuration 1} Ping request®| Parameter 87 0|& T % ZICt. Ping Request Function®| A 1}

ME Example 3.1.10{ H2|5}<ULCt.

/* main.c */
/* setting of Destination IP address */
pDestaddr[4]= {192,168,0,200};
/* Calling ping_request function */
/* pring_request( SOCKETn, COUNT, DESTINATION_IP, PORT) */

ping_auto(0,pDestaddr);

Example 3.1.1 Setting of Ping Request Function
® Ping Request

Ping Request Processing2 Ping Request®| Header?} Data®| 2t4d, Protocoldd, SOCKET n OPEN,
M&Eo 2 JAMEICE Example 3.1.2= Ping Request ProcessingS = O{&LCt. Ping Requesto| 3j|EH Sl
Datags %t ¥ ChecksumE AIAMSICE ProtocolE ICMPE 430l SOCKETE IPRAW modeZ

OPEN3H T SENDTOEI=E 0|&2%3}0] Ping RequestE Host PCE & 3HCt.

/* ping_request.c */
/* make header of the ping-request */
PingRequest.Type = PING_REQUEST;  // Ping-Request
PingRequest.Code = CODE_ZERO; /1 Always 0’
PingRequest.ID = htons(RandomID++); // set ping-request’s ID to random integer value
// set ping-request’s sequence number to random integer value
PingRequest.SegqNum = htons(RandomSegNum++);
/* Do checksum of Ping Request */
PingRequest.CheckSum = 0;

PingRequest.CheckSum = htons(checksum((uint8*)&PingRequest sizeof PingRequest)));

/* set ICMP Protocol */
IINCHIP_WRITE(Sn_PROTO(s), IPPROTO_ICMP);
socket(s,Sn_MR_IPRAW,3000,0) ; /* open the SOCKET with IPRAW mode */

/* sendto ping_request to destination */

sendto(s, (uint8 *)&PingRequest sizeof PingRequest),addr,3000);

Example 3.1.2 Ping Request

© Copyright 2014 WIiZnet Co.,Ltd. All rights reserved. Ver. 1.1
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® Ping Reply
Example 3.1.3= Ping Reply Processing2 HE O{&LC}. Ping Reply Processing2 Data®| #=4l, Ping
Replyo| EtQTHE, ErRIO| ME ME|2 FLHECh =4 E Datal| TypeE =QI5t0] Ping Reply(0)

2 Z2 Ping ReplydEE Z=oiCt.

/* ping.c */
/* receive data from a destination */

rlen = recvfrom(s, (uint8 *)&PingReply,rlen,addr,&port);
/* check the Type */

if(PingReply.Type == PING_REPLY) {
/* check Checksum of Ping Reply */

tmp_checksum = ~checksum(&data_buf,len);
if(tmp_checksum != 0xffff)
printf("tmp_checksum = %x\r\n",tmp_checksum)

/* Output the Destination IP and the size of the Ping Reply Message*/

else{

printf(" Unknown msg. \n");

Example 3.1.3 Ping Reply

© Copyright 2014 WIiZnet Co.,Ltd. All rights reserved. Ver. 1.1
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3.2 Ping Request Demonstration
- test environment
B MCU : STM32F103C8
m  Wiznet Chip : W5500
B Used program: Flash Loader Demonstrator, Terminal, WireShark
Ping Request Test= OF2§2o| Atate [}2} SystemS FAISHC}.
® Serial CableE STM32F103C8 + W55002| EE0f AHAZASHCT.

® Ping application®| xxx.binI}&S Flash Loader DemonstratorE 0| 23}0{ Programdt

ct.

5 Flash Loader Demanstrator = =

'l VHHIF i

Select the communication port and set settings, then click next to open
connection,

Comrmon for all families

@ UART

Port Mame  [COM3 -| Parity Even hd
Baud Rate 115200 *| Echao Disabled b
Data Bits 3 Tirmeout(s; |1 -
Flow Contral |QFF - 4 4

If Flow contral is active, By default DTR & RTS are ON

Figure 3.2.1 Flash Loader Demonstrator

® Test PCO| Network InformationS Ozt Z0| =X StCt.

O =

Source IP Address : 192.168.0.200
Gateway IP Address : 192.168.0.1
Subnet Mask : 255.255.255.0

® Hyper TerminalQ| A3/ A7 SiLC}.
R —

E Terminal v1.8b - 20041226 - by Br@y=+-= E=SEel ™
DFserres COM Port Baud rate [rata bits ) —Parity Stop bits ) Handzhaking
= 1 " 600 " 14400 ¢ 57600 5 * none 1 * none

Hel O2 1200 19200 & 115200 || o~ ™ add = RTS/CTS
,AEEP =3 (" 2400 (" 28800 ¢ 128000 || . _ ™ ewen || 15 € HOMNAEOF
oot @ @ (~ 4800 (" 33400 < 256000 " mark " RTS/CTSH

Quit ] ] (" 9600 (" 56DDD ( custom ~ 8 (" zpace 2  RTSaonT

Settings

s [ Auto Dis/Connect [ Time [ Streamlog custom BR - R Clear ASCltable | Scripting |31 D
et font N -
[ AutoStart Scipt [~ CR=LF [~ Stayon Top |92'IDDD |2E ﬂ Graph | __Femote R

Feceive

CLEAR |  ResetCounter | |14 %] Counter= 0 ; :gé” F BE: [ Bin StartLag

Figure 3.2.2 Terminal setting

© Copyright 2014 WIiZnet Co.,Ltd. All rights reserved. Ver. 1.1
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o HCO HMEAZS 275t = TerminalZ2 0|83510 AMZANE =2HQISHC.

= —

]} MOH

Terminal &AM No.02| Request®| ID/Sequence number?} wiresharkQ| A EHR] Ij

wi o

00SSM 10} MV Juswsjd

Z19| ID/Sequence numberE =tQISIH Z+2 17l Q1K & 4= QlC}.

=

HCLK = T2MHz

=== WS5500 MET CONF ===
MAC: 00:08:DC.00:AB:CD
SIP: 192.168.0.226

GAR: 152.188.01

SUB: 255.255.255.0

DNS: 0.0.0.0

PING_TEST_START-
Send Ping Reguest to Destination (192.168.0.200 ) ID:1234 SegNum:4321 CheckSum:726a
Reply from 192.168.0.200 ID:1234 Seglum:4321 .data size 52 bytes

Send Ping Reguest to Destination (192.168.0.200 ) ID:1235 Segum:4322 CheckSum: 7268
Reply from 192.168.0.200 ID:1235 Seqglum:4322 .data size 52 bytes

Send Ping Reguest to Destination (192.168.0.200 ) ID:12368 SegNum:4323 CheckSum: 7266
Reply from 192.168.0.200 ID:1236 SeqMNum:4323 .data size 52 bytes

Ping Reguest = 3, PING_Rephy =3
———————PING TEST 0K

Figure 3.2.3 Execution result of Ping Request

ICMP Ping packet2 M™&35t7| MO ARP request packetO| LZtOF SHCL. OFQF ARP response packet
O =ME|X| F=CHH ICMP Ping packet2 ™M&L|X| =Lt
Figure 3.2.4 wireshark =2 124 S S} Ping Application®| PacketES HE Of=LC}.

No. Time ipvd.Source ipv4.Destination Protocol Length Info
1 0.00000000 ARP 60 who has 192.168.0.2007 Tell 192.168.0.226
2 0.00002900 ARP 42 192.168.0.200 is at 50:e5:49:4a:48:79
3 0.00018400192.168.0.226 192.168.0.200 i 5 i , 5eq=17185/8515, ttl1=128 (reply in 4)
4 0.00025400192.168.0.200 192.168.0.226 ICMP 74 Echo (ping) reply id=0x1234, seg=17185/8515, ttl=64 (request in 3)
5 0.01412000192.168.0.226 192.168.0.200 ICMP 74 echo (ping) request id=0x1235, seq=17186/8771, tt1=128 (reply in &)
6 0.01418100192.168.0.200 192.168.0.226 ICMP 74 echo (ping) reply id=0x1235, seq=17186/8771, ttl=64 (request in 3)
7 0.02809300192.168.0.226 192.168.0.200 ICMP 74 Echo (ping) request id=0x1236, seq=17187,/9027, tt1=128 (reply in 8)
8 0.02815400192.168.0.200 192.168.0.226 ICMP 74 echo (ping) reply id=0x1236, seq=17187/9027, ttl=64 (request in 7)

4 m

Frame 3: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface 0
ethernet II, src: wiznet_00:ab:cd (00:08:dc:00:ab:cd), Dst: Giga-Byt_4a:48:79 (50:e5:49:4a:48:79)
Internet Protocol Version 4, Src: 192.168.0.226 (192.168.0.226), Dst: 192.168.0.200 (192.168.0.200)
= Internet Control Message Protocol
Type: 8 (Echo (ping) request)
Code: 0
Checksum: 0x726a [correct]
Identifier (BE): 4660 (0x1234)
Identifier (LE): 13330 (Ox3412)
Sequence number (BE): 17185 (0x4321)
sequence number (LE): 8515 (0x2143)
rResponse frame: 4
Data (32 bytes)

0000 50 e5 49 4a 48 79 00 08 dc 00 ab cd 08 00 45 00 P.IJHY.. ...... E.
0010 00 3c 00 O1 40 00 80 01 77 c5 cO a8 00 e2 cO a8 <. . @... oW -
0020 00 c8 08 00 72 6a 12 34 43 21 00 01 02 03 04 03
0030 06 07 00 01 02 03 04 05 06 07 00 01 02 03 04 03
0040 06 07 00 01 02 03 04 05 06 07

Figure 3.2.4 Execution result of Wireshark

© Copyright 2014 WIiZnet Co.,Ltd. All rights reserved. Ver. 1.1
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